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Cyber attacks and invasions of privacy via advanced metering infrastructure have become 
a much greater concern as power information is shared over Internet connections. Hackers 
can access this information while it is in transit or at individual meters through a variety of 
methods. Conventional Internet security measures such as data encryption fail to secure 
smart grids because data is only encrypted as it is sent, so unencrypted data can be  
extracted from the meter.  
 
Researchers at Colorado State University have devised an encryption system to ensure 
smart grid network security to power companies and their customers. The system uses 
homomorphic encryption to ensure that all data transferred over the network is unavailable 
to any third party that may access it. Homomorphic encryption creates information within a 
system that is always encrypted so that persons who do not possess the cypher cannot 
decrypt any information, even if they access it directly from a smart meter.  The data is 
encrypted by each smart meter and then decrypted once it arrives at the power supplier’s 
utility server. Multiple encryption keys are used throughout the registration process to  
ensure that only authenticated meters send information to the power company.  
 
The encryption system ensures security in many ways: 
 Smart meters are securely authenticated 
 Data packets are kept confidential  
 Only authorized personnel with proper credentials can access information 
 Messages sent are unaltered and were sent by the claimed sender 
 Private information is sent only to the power company that owns it 
 Data is encrypted at all times, even within a terminal 
 
This new secure data transmission technology will be especially useful for power suppliers 
who already use or are looking to develop smart grids. Concerns about data privacy and 
security can be resolved with this encryption method—customers can be assured that their 
information is private and power suppliers that their grid is less vulnerable to attack.  
 
Contact us for more information regarding this exciting new technology. 

      Features and Benefits 
 Secure smart metering of power grids 
 Increased security for customers 
 Accurate measurements of power consumption 
 Direct communication between power company and power meters 
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